
De-forestation / illegal logging / rainforest destruction
Non-sustainable agriculture
Land pollution
Illegal mining
Habitat destruction
Waste management
Use of pesticides
Excessive use of natural resources
Poor recycling
Tobacco

LAND

AIR

WATER

GHG emissions

Illegal fishing
Water pollution

Independence / lack of oversight
Undue influence
Diversity
NED representation
Lobbying / political donations
Excessive remuneration
ABC policies
Compliance with financial reporting obligations
Aggressive tax avoidance
Inappropriate lobbying

BOARD CONDUCT

TRADING CONDUCT

Anti-competitive 
behaviour

Cartels Exclusive dealing

Price fixing Dividing territories

Predatory pricing Government-granted monopolies

Predatory lending Limit pricing

Bid rigging Resale price maintenance

IP infringement

Trademark infringement

Patent infringement

Copyright infringement

Brand infringement

Regulatory affairs

Regulatory breach

Upcoming legislation

Fines

Warning

Breach of anti-trust laws

Marketing

Greenwashing

Off-label marketing 

Astroturfing 

LABOUR

COMMUNITY

Development-induced displacement
Involuntary resettlement
Lack of local engagement
Under-investment
Failure to observe local customs

Slavery

Human trafficking Sex slavery Migrant labour

Bonded labour Child marriage Slave force

Forced labour Forced marriage Slave labour

Descent-based slavery Child labour

Systemic 
discrimination

Sexual discrimination Disability discrimination Pregnancy discrimination

Gender discrimination Religious discrimination Discrimination against 
foreign workersRace discrimination Age discrimination

Labour unrest 

Strikes Demonstrations Walkout

Protests Occupation March

Riots Work-to-rule Strike-breaker

Picketing Blockade

Extreme low pay Sweat shop Denial of living wage Unpaid overtime

Treatment of 
workforce

Anti-unionism Denial of collective 
bargaining

Victimisation

Denial of rights Blacklisting

Denial of freedom of 
association

Harassment

Health and safety
Accidents Corporate homicide Malfeasance

Corporate 
manslaughter

Criminal negligence

Conditions Working hours Hygiene Ventilation

ANIMAL

Endangered species
Experimentation
Transportation
Illegal wildlife trafficking
Trophy hunting

E S G

W H A T  B A D  E S G  L O O K S  L I K E



S L A V E R Y  I S N T  J U S T  S L A V E R Y .  I T  I S …



✓ Birth

✓ Army service

✓ Domicile

✓ Wealth

✓ Marriage and children

✓ Country exposure

✓ Legal issues

✓ Related entities

✓ Exposure to risky parties

N A T U R A L  L A N G U A G E  P R O C E S S I N G

• It is reckoned that over 80% of the world’s data in in unstructured form (e.g. web pages, news articles)

• “Natural language processing (NLP) refers to the branch of computer science—and more specifically, the branch of artificial intelligence or AI—

concerned with giving computers the ability to understand text and spoken words in much the same way human beings can” 

• Like a human, smartKYC machine-reads every line of every document, often thousands, at speed and at scale and identifies and categorises 

everything in it, regardless of language… and it is always live



E X T R A C T N G  F A C T S  F R O M  U N S T R U C T U R E D  D A T A
F

A
C

T
S

Multiple 
offences are 
classified

4

S U P P O R T I N G  E V I D E N C E  A B O U T  F A C T S

Supporting hits 
sourced from 
multiple sources in 
multiple languages



D E F I N E  A D V E R S E ?

Environmental
• Land
• Sea
• Air

Social
• Labour and the 

workplace
• Community
• Animal

Governance
• Board conduct
• Trading conduct

ESG?

Money Laundering
• Money laundering
• Terrorist financing

Bribery & Corruption
• Bribery
• Corruption
• Theft of public funds

Fraud
• Embezzlement
• Tax evasion
• Securities fraud
• Insurance fraud
• Currency 

counterfeiting
• Identity theft
• Market manipulation
• Forgery

FINANCIAL CRIME

• Murder
• Narcotics
• Cybercrime
• Organised Crime 

and racketeering
• Illicit arms 

dealing
• Smuggling
• Kidnapping
• Robbery
• Terrorism
• Human 

trafficking 
• Extortion
• Piracy
• Illicit trafficking 

in stolen and 
other goods

PREDICATE OFFENCES

• Assault
• Affray
• Speeding offences
• Libel
• Shoplifting
• Stalking
• Hate crime
• Illegal protest
• IP theft
• Breach of 

planning laws
• Health and safety
• Domestic abuse
• Drink driving

LESSER OFFENCES

• Bullying
• Unreliable witness
• Extreme political 

or religious views
• Untrustworthy
• Unethical 

behaviour
• Sexism
• Racism
• Substance abuse
• Aggressive tax 

avoidance
• Ethically 

questionable 
industries

• Close network risk

REPUTATION

• 1MDB
• Laundromat
• Operation car wash
• Madoff
• Wirecard
• Mafia
• Pornography

TOXIC ASSOCIATIONS



S C R E E N I N G  D U E  D I L I G E N C E  C H E C K L I S T ?

CHECK TYPE RISK PARAMETER / DATA TYPE DESCRIPTION DIRECTOR ORGANISATION

Third party risk database 

Watchlists Commercially curated lists of PEPs, sanctioned individuals and entities and persons of special interest x x

Sanctions list Derived directly from official sources likes OFAC x x

ICIJ Panama and Bahamas papers etc. x x

Internal blacklist Client's own lists of organisation or people they would rather not be associated with x x

Public and private 
company data check

Aggregated company data from 
around the world

Directors, shareholders, ultimate beneficial owners, corporate structure x

Shareholdings x

Judgements Court records Formal proceedings

Adverse media references

Legal Reporting of cases relating to money laundering, bribery and corruption, fraud, and non-financial crimes x x

Controversies e.g. informal accusations or rumours x x

Toxic associations Connection with uncomfortable subjects / organisations / sectors (e.g. FIFA, 1MDB, tobacco etc as defined by client) x x

Exposure

Political Live scan of political involvement or connections x x

Network risk Links to people or organisation that have a risk associated with them x x

Country Footprint in high-risk countries (client-defined) x x

Money laundering sensitive sector Involvement in sectors with heightened money laundering risk, e.g. gambling or luxury goods (client-defined) x x

ESG sensitive sector Involvement in ESG-sensitive sectors e.g. hydrocarbons, forestry (client-defined) x x

ESG transgressions

Environmental Air, land, sea x

Social Labour, community, animal x

Governance Board conduct, trading conduct x

Security Threats Cybercrime, product recall, assets targeted, protest x

Network 
People Formal (business) and informal (family) associations x x

Organisations Formal (structural) and informal (business dealings) relationship x x

Source of wealth

Extent Wealth estimates x

Assets Shareholding, physical assets x

Origin How wealth was accumulated x

Background Narrative Birth, domicile, career, hobbies, lifestyle x



F O U R  S C R E E N I N G  D U E  D I L I G E N C E  P H A S E S

1 
Remediation

Identify and mitigate legacy risks 

• Overnight batch process

• Triage potential hits for human review 
using web tool 2

Onboarding 

New-to-organisation third parties

• Screen and create intelligence baseline for 
refresh

• Human review and / or straight through 
process 

3
Refresh 

Rescreen at intervals 

• See net new risks, not repeats 

• Fully automated

4
Monitoring 

24 / 7 risk vigilance 

• Real time alerts of emerging, material 
risks

• Names matched to client files

7



S M A R T E Y E  –  3 R D  P A R T Y  R I S K  A L E R T S  I N  R E A L  T I M E

This 'ground truth' is uncovered first from local language sources

Our products generate real evidence of historic and breaking misdeeds in your supply chain - not theoretical ratings
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